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Nutanix Lifecycle Manager (LCM) improves the efficiency and reliability of IT 
infrastructure upgrades in modern datacenters. Nutanix LCM determines any 
software and firmware dependencies, intelligently prioritizes updates, and 
automates the entire upgrade process across all clustered hosts, without any 
impact to applications or data availability. It supports one-click upgrades across 
multiple qualified hardware manufacturers and configurations, so IT teams have 
the flexibility to deploy the best hardware for each use case – and still benefit 
from centralized upgrade capabilities.

IT infrastructure upgrades have become increasingly complex and error prone, 
with multiple vendors and products, and high maintenance costs due to the 
necessary planning, testing and the out-of-business-hours execution required to 
mitigate outages to mission-critical applications. For organizations striving for 
greater operational efficiencies, Nutanix LCM gives IT teams the confidence to 
perform complex infrastructure upgrades with one-click simplicity.

LCM allows IT admins to selectively choose which updates to rollout across hosts.

The Nutanix LCM design simplicity is made possible due to inherent architectural 
aspects of Nutanix Enterprise Cloud. Rather than a collection of discrete 
products, each with their own update capabilities, bound together by layers of 
management tools, Nutanix AOS provides a Web-scale foundation simplifying the 
overall infrastructure management and enabling LCM to upgrade both cluster 
software and node firmware with ease.
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KEY BENEFITS
•	 Easily accessible through 

Nutanix Prism.
•	 One-click upgrade simplicity.
•	 Upgrade software in a single 

process.
•	 Automatically manage software 

and hardware dependencies.
•	 Unifies firmware upgrade 

operations across multiple 
hardware vendors.

•	 Included scheduler checks for 
updates automatically.
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SUPPORT
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FLEXIBLE ARCHITECTURE
Nutanix LCM manages the inventory and updating of Nutanix software and hardware firmware, including:

•	 Self-Managing: Automatically detects and self-updates the LCM orchestrator logic and new module metadata when 
framework components are made available.

•	 Dark Site Support: Can be configured to fetch LCM updates from a local source for datacenters without external 
Internet access.

•	 Upgrade Pre-Checks: Performs a comprehensive range of cluster pre-checks for health, capacity and version control.

• 	Secure By Design: The LCM framework, modules and compatibility matrix metadata use signed public key 
cryptography security to ensure binaries are verified as genuine.

COMPREHENSIVE UPDATES
LCM methodically and automatically works through each cluster node, updating all patches selected by the administrator:

•	 Software Updates: LCM can automatically complete required upgrades for Nutanix software:

•	 Batched Processing: To save time and repeat processes, LCM can collate hardware component updates together and 
perform any required pre- and post-update actions just once per host:

•	 Multi-Hardware Support: LCM provides a common firmware update method for Nutanix-qualified hardware platforms 
from the following vendors:

•	 Multi-Hypervisor Flexibility: LCM can deploy updates for the following hypervisors:
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