KEY BENEFITS

* Multi Cloud Multi Service Coverage
Support for Nutanix on-premises,
AWS, and Azure clouds Security
Central monitors and reports on
various components of the
security posture.

Broad Coverage and

Ecosystem Support

Security Central has out-of-box
integration with Qualys®, Splunk®,
ServiceNow?®, and Slack®.
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It also includes webhook and
custom email integrations that
can connect to other tools and
systems.

Simplicity and Ease of Use
With easy to use, low code
automation, Security Central
customers can spend less time
troubleshooting their
environment and more time
delivering business value.
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Nutanix Security Central (formerly Flow Security Central) is a SaaS-delivered
security platform that delivers freedom of choice to unify security and
infrastructure operations for your workloads and data across clouds. Security
Central enables enterprise security operations teams to detect and remediate
real-time security threats and vulnerabilities while automating incident response
with intelligent analysis through regulatory compliance.

* Get real-time cloud security risk posture visibility
» Seamless integration of Cloud deployments with SecOps processes

* Provide Regulatory Compliance tracking to meet business needs

CAPABILITIES

Deliver 1-Click Security Risk Monitoring and Planning

* Comprehensive and Simple Reporting: Easy customizations help achieve
operational excellence by viewing best practices and ensuring detailed security
risk audit reports are aligned across the enterprise.

* Deep Analysis: Security Central uses Machine Learning (ML) algorithms to learn,
report, and mark anomalies based on a baseline profile of the users, entities,
and network logs.

* Applying Insights: Simplify network rules planning and generates
Microsegmentation Policy recommendations based on traffic patterns.

Simplify and accelerate Multi Cloud Security Operations

* Manage cloud security: Create custom multi-cloud inventory and event history
views based on region, tags/categories, and cloud accounts/clusters.

* Built-In Query Language: Quickly and easily query the Nutanix network logs using
Common Query Language (CQL) to define and run system/custom audit checks.

* Integrate with Enterprise Solutions: Integrate with enterprise SecOps
frameworks, identify workload-based vulnerabilities to accelerate time-to-
remediation and maintain compliance while managing alerting.
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Drive Security Governance through Regulatory Compliance reporting

* Comprehensive Compliance Reporting: Analyze, detect, and deliver timely and accurate HIPAA, PCI-DSS, NIST, GDPR,
CIS compliance reports.

» Extend Analysis: Manage full compliance scope by uploading evidence for manual steps.

*« Comply with Federal Requirements: Built-in STIG reporting on Nutanix Cloud for US Federal requirements

LICENSE AND USAGE

* NCM licenses can be purchased and applied on the number of physical CPU cores capacity in your deployment.
Licenses are portable across hardware platforms and area available in 1 through 5-year term options.

* Security Central is also available as a fully managed SaaS option - Security Central as a Service - and is available to
purchase as a la carte. Please contact Nutanix Sales for further details.

* Security Central fits into the NCM Ultimate tier. Additionally, it is also included with NCI Ultimate or may be purchased
as a Security add-on license in NCI Pro.
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